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Cavendish School of English Online Safety Policy
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NEXT REVIEW DUE: 14/01/2027
RESPONSIBILITY FOR REVIEW: Nathan Santangelo-Barber (DSL)

1. Purpose and Scope
Safeguarding Contacts

e Designated Safeguarding Lead (DSL): Nathan Santangelo-Barber
e Deputy Safeguarding Lead (DSP): Nadine Barber

e Welfare Lead: Gemma Elkins This policy sets out how Cavendish School of English promotes
and ensures online safety for:

e Students
o Staff
e Homestay Hosts

It reflects guidance from Keeping Children Safe in Education (KCSIE) and AEGIS standards. It applies to
all use of the internet, digital communication, electronic devices, and social media within our
organisation.

2. Policy Statement

Cavendish School of English is committed to keeping children and young people safe online. We
recognise that the online world provides many benefits but also presents risks including: - Exposure to
inappropriate or harmful content - Online bullying and harassment - Grooming, radicalisation, or
exploitation - Fraud, scams, and identity risks - Loss of privacy or data

We aim to educate, support, supervise, and guide students to use technology safely and responsibly.

3. Roles and Responsibilities
Senior Leadership

e Ensure this policy is implemented and reviewed annually
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e Ensure staff receive safeguarding and online safety training

e |dentify a designated staff member to lead on online safety developments
Staff

e Model safe and responsible online behaviour

e Report any online safety concerns immediately to the Designated Safeguarding Lead (DSL)

e Support and supervise students in the safe use of devices and internet services
Homestay Hosts

e Ensure students have safe and monitored access to the internet

e Be aware of parental controls and filtering tools available for home Wi-Fi

e Report any concerns to the school or DSL
Students

e Use technology safely, respectfully, and responsibly

e Avoid sharing personal information online

e Report anything that makes them feel uncomfortable, worried, or unsafe

4. Safer Use of the Internet and Devices

e School Wi-Fi is monitored and filtered to prevent access to harmful or inappropriate content
e Personal devices may be used only in accordance with school rules and supervision
e Staff must use school-approved communication channels when contacting students

5. Social Media

e Staff must not add, follow, or message students on private or personal social media accounts
e Students should be reminded to set privacy controls and avoid oversharing information
e Homestays should model appropriate online behaviour and provide guidance if needed

6. Use of Photographs, Videos, and Personal Information

e Consent must be obtained prior to taking or sharing images of students
e Images may only be used for agreed educational or promotional purposes
e Students should not share images of others without permission
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7. Responding to Online Safety Concerns

Any concerns relating to online behaviour or safety must be reported to the Designated Safeguarding
Lead (DSL) or deputy DSL immediately. They will assess the situation and take appropriate action.

Possible actions may include:

e Speaking privately with the student

e Contacting parents/guardians

e Adjusting access or filtering controls

e Reporting to police or external agencies if there is a safeguarding risk

8. Guidance for Homestay Hosts (Wi-Fi Controls & Filtering)

Homestays should consider using: - Child-friendly filtering software - Google SafeSearch enabled on
devices - Router restrictions to limit access overnight
The school can provide support and guidance on setting this up.

9. Training and Awareness

e Staff receive safeguarding and online safety training as part of induction and refresher updates
e Homestay hosts receive written guidance and may request support with filtering controls
e Students receive guidance about online safety during induction and pastoral support sessions

10. Review and Monitoring

This policy will be reviewed annually or sooner if technology or safeguarding guidance changes.

Designated Safeguarding Lead (DSL): Nathan Santangelo-Barber
Deputy DSL: Nadine Barber

Date of Next Review: 15/01/2027
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Appendices
Appendix A: Student Online Safety Pledge

A friendly agreement explaining how students can stay safe online and who to speak to if they feel
worried.

Appendix B: Homestay Wi-Fi Safety Guidance

Clear tips on Wi-Fi filters, parental controls, and supervising use of devices in shared spaces.
Appendix C: Staff Acceptable Use Guidelines

Clear do and do-not expectations for staff use of technology, communication with students, and social
media.

Appendices
Appendix A: Student Online Safety Pledge
As a student of Cavendish School of English, | agree to:
e Use the internet and devices responsibly and respectfully.
e Keep my personal information private (e.g., address, phone number, location).
e Speak to a trusted adult (teacher, Welfare, homestay, DSL) if something online worries me.
e Bekind and polite in all messages, posts, and online chats.
¢ Never meet someone | have only met online, without permission and supervision.
e Report cyberbullying or inappropriate behaviour immediately.
e Only use devices at appropriate times, and follow homestay house rules.
| understand that online behaviour should be safe, respectful, and lawful.

Appendix B: Homestay Wi-Fi Safety Guidance
Homestay hosts play an important role in supporting students to stay safe online.
Hosts are encouraged to:
e Ensure students have access to the internet in shared, supervised rooms (not bedrooms
overnight).
e Use parental controls or filtering tools available from their internet provider.
o Discuss appropriate online behaviour and remind students about safe use.
e Ensure devices are not taken to bedrooms overnight where possible.
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e Encourage regular breaks from screens and support healthy routines.
Signs of online concerns may include:

e Astudent appearing upset after using a device

e Secretive behaviour or quickly hiding screens

e Excessive time online, especially at night
If you are worried, please speak to the Welfare Team or DSL immediately.

Appendix C: Staff Acceptable Use Guidelines
All Cavendish School of English staff must:
e Use school technology and systems responsibly, in line with safeguarding expectations.
e Use only school-approved platforms to communicate with students.
e Never accept or request students on personal social media accounts.
e Store and handle digital information securely and confidentially.
e Report any online safety concerns immediately to the DSL.
Staff must not:
e Share personal contact details with students (e.g., personal phone number or email).
e Create or share inappropriate, offensive, or harmful digital content.
e Use personal devices to photograph or record students.
Staff communication standards:
e Be professional, polite, and appropriate at all times.
e Use clear boundaries and avoid informal, private, or secretive communication.
Breaches of these expectations may lead to disciplinary action.

This policy and its appendices will be reviewed annually to reflect changes in technology and
guidance.

Barclays Bank PO Box 1 Bournemouth BH1 1ER UK Registered: 03010012 IBAN: GB78BARC20113950630233 SWIFT: BARCGB22



